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Vous étes |le maillon faible

BRSEécurité doit étre transparente
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B Sécurite doit étre “visible”
= Tatouage invisible de contenu
= Caméra de surveillance, audit
BRSEécurité doit étre apprise
= Comprendre I'intérét, les risques, les dommages
= Social engineering

K.D. Mitnick and W.L. Simon, The Art of Deception: Controlling the Human Element
of Security, John Wiley & Sons, 2003
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Trust no one

BeModele de confiance
BeNe faites pas confiance qu'alatechnique
BeOpen source versus solution propriétaire

Alice

Eve

E R. Anderson, Security Engineering: A Guide to Building Dependable Distributed
= Systems, John Wiley & Sons, 2001
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Aligner les intéréts

BR Intéréts divergents = FAILLE FUTURE
= AACS et Power DVD
= Apple et DRM
R Aligner les intéréts
R Etudier les flux économiques
= ROI
= RONL (Return On Non Loss)
BR Etudier la psychologie
=  Prospect theory
& Appliquer lathéorie du jeu
= Chercher les stratégies Win Win pour equilibre de Nash

D. Kahneman and Amos, “Prospect Theory: An Analysis of Decision under Risk,” Econometrica,
vol. 47, 1979March. , pp. 263-292

G.L. Heileman, P.A. Jamkhedkar, J. Khoury, and C.J. Hrncir, “The drm game,” Proceedings of the
2007 ACM workshop on Digital Rights Management, Alexandria, Virginia, USA: ACM, 2007, pp.
54-62

THOMSON TECHNICOLOR 34 1




La sécurité: une affaire d’experts

B2 La lol de Kerckoffs

. OUl v

BR Sécurite de I'implémentation
= Cryptographie est un art complexe
= Side channel attacks
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Pour en savoir plus

B& Thomson security newsletters
= S’abonner a security.newsletter@thomson.net
= Archives a http://eric-diehl.com/index.php?lang=En&page=news

The Secumy Newsletter
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The Security Newsletter

e et st 4y e
oo ety pispnd e o
THOMSON ) e 45 oo
o) o
PN | FB R Do

Hrctes @ 4 00441 e 8t o

In this issue

e 1 o .oy

cmtme The ackdnids R NIK
ey WiTNCQY - 1 PR
X3 0 sl of s e, MEST Al 1 |
#o rwtinl ola reees
bk $a wa Eada Rt
o T el pabicrice dm
RN o et e edackom INET  Angewe
- ol syl 0 s e pread wa ¥ He
1 WS sy wated o o

Lot 1 a1 ik of s v Swich frt

oo
s e ey b o, Pl
iy i cfm s T

A T owagwte | a0 95 50 DS 00 Mo 40 epous oo ¥ o8
4 P DM e wo o e ekt |y i sk a3 Tk (£ b b v
Voatlivs
4 s e Mk b | R T o i

ks b e comvz et S oy wark Sy st b skody beea
e tho g (e wd cestd
Eaty WS g€y repoometut

4 Magurpents) sed Vixiny

40 ' e o
. the "D m-.--n.-,.m

IS e 3 o 0

: ‘ cargorwre wa & s
vt ¥ P cel 121 o e e d B i coify ol i
Pderer drotropdie et o] A e B0 g T A e
P pracy e beusn S st it Wty e G 1o et f rseon Py
g K. Jucys o i il i T, we il 10 ooy Wl Sabtare, (W1 LR SR SR
vtgmm Hermed omenn | bammn te cekesg w931 B Fayy 4 0 sereegt
--l: ccamdfe yors o Ve OF BN (iAo 203 coanges of For My
pras o ety X e W shave secnts
1WA e wANBRAN N A Fubrrt (e A WY
a en e W 8 e e chorg
i W, by W 88
ooy T
(o) Caeg e m
s iy o i

e ik (wikm v e ad USEhackaew 200 fen Wits et N g
ety et e P kg t.
iy s iy gt

wend oA kxtwx wh o
L6545 00 A2 Ths rmvmen. M
ket 15 L A O 4w e
g s e (g e et e

i Bl
USB v v e
. S

ol ilenly s oo
Lo nas

ratest

s 3w

Vo ahaks im) thow i e b v it o ¢ 0 S g 5
b S R o o e s ey 1A e whch s i (28 S RO RN
ottty P ot e VR T

Moctare' Wadksen YoM o cope W

T carcass is g 1 1 cme wond
LR s vemyd 3 3P ek

Vrcma op W S ad ¢ ne ot

e=Mon blog sur http://eric-diehl.com/blog/
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